Compliance Guidelines for FISMA and FIPS

Audience:

CIO, COO, IT, security, risks managers in government organizations

Business problem:

How can government agencies meet full compliance with the Federal Information Security
Management Act (FISMA) and Federal Information Processing Standards (FIPS)?

Technology focus:

Intrusion detection and vulnerability assessment

Point of view:

An explanation of how government agencies can pass FISMA audits to determine that protections
of information assets meet Federal Information Processing Standards

Abstract:

With the passage of the Federal Information Security Management Act (FISMA) in 2002,
government agencies are no longer allowed to waive mandatory Federal Information Processing
Standards (FIPS). These agencies must now report their level of compliance and be prepared for
audits by the internal Inspector General's office or by external auditors. In this presentation, the
speaker will describe intrusion prevention and vulnerability management techniques that can help
government agencies comply with FIPS, as mandated by FISMA. He/she will outline a layered
approach to infrastructure security that provides comprehensive protections, as recommended by
the National Institute of Standards and Technology (NIST). The session shows how government
agencies can shield sensitive data; track the blocking of hacker attacks, and implement network
vulnerability management with automated repair workflow reporting.

Attendees will learn:

0 Minimum information security requirements as mandated by FIPS and FISMA

O How government agencies can address constant hacker threats while keeping networks
connected to the Internet fully operational

O Best practices for layered defense at the perimeter, network, workstation, application and
data levels

O How to continually monitor the infrastructure for any vulnerability risk with automated
reporting on system repairs

0 How automated intrusion prevention and vulnerability management can streamline IT
administration, resulting in lower costs and higher effectiveness
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